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Work Package 3

Overview and Initial Commitments

The prototype stage of all fourteen initial modules has been marked with the successful
completion of the development of a fully comprehensive suite of Ready-to-Use online Training
Materials (Output 1.3: Ready-to-Use online Training Materials) for the online master’s program.
This collection of materials and modules, pivotal for program delivery, seamlessly integrates with
the online platform. Each module makes up for a certain number of credits, there are six modules
making up 5 ECTS credits each, these are elective modules. The 8 mandatory modules all make
up 10 ECTS credits each.

Curriculum Framework Design, Implementation,and Commitments

In advance of module creation, the Curriculum framework underwent a rigorous design process in
collaboration with academic partners. Additionally, the HYLET Training Model was adopted. The
HYLET Training model integrates Hybrid Learning (a mix of synchronous and asynchronous learning
activities), Learning activities (facilitating training with the online community), and Tutoring. As per
the agreement, this deliverable serves as a prototype and provides the initial version of the
modules, to be finalized before the program launch. The consortium, in collaboration with
academic partners, committed to developing modules in the following areas: Al for Business, Cloud
Computing, Cybersecurity, Data Science, Digital Transformation, Digital Transformation
(Practicum), Generative Al, Innovation, and Electives: Blockchain, Governance & Ethics, Internet
of Things, Programming, Quantum, and Risk Change Management.

The Active Teaching Methods employed in all fourteen modules include:

e Flipped Classroom — EAS Method
e Case Study
e Problem-Based Learning (PBL)

Deliverable 3.2 | National College of Ireland
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Fourteen prototype modules

Al for Business

This module will equip you with essential skills in Al and machine learning, focusing on innovative
applications, ethical practices and business optimisation.

In this transformative Al for Business module, you’ll dive deep into the core concepts of artificial
intelligence and machine learning. Through a blend of theoretical knowledge and practical
application, you will learn to design, train and evaluate advanced ML models.

Our innovative curriculum includes real-world projects, strategic Al applications, and a strong
emphasis on ethical and sustainable practices. By mastering these cutting-edge technologies,
you’ll be empowered to drive efficiency, enhance decision-making, and gain a competitive edge in
the business landscape. Join us and become a leader in the Al-driven future.

Deliverable 3.2 | National College of Ireland
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Analyse, synthesise, and innovate within Design, train, and critically evaluate
artificial intelligence and machine advanced machine learning models,
learning, emphasising critical focusing on innovative data and
understanding and the capability to optimisation strategies to boost
advance the field. performance.

Employ innovative technigues for rigorous Apply strategic thinking in Al and

machine learning model performance machine learning for complex

assessment, interpret results, and applications, assess effectiveness
communicate implications across critically, and propose innovative
contexts effectively. solutions or improvements.

Critically explore Al and machine learning’s ethical, societal, and environmental impacts, and
propose ethical, sustainable development and implementation practices.

Deliverable 3.2 | National College of Ireland
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Full course content

Subjects covered

Al for Business is a 10 ECTS module
delivered over 5 hours per week for 12
weeks. An indicative schedule of topics to
be addressed each week is outlined below:

® Introduction to Al and its history: Overview of
Al, significance in today's world, historical
development, key milestones,

® Foundational Knowledge for Al: Problem-
solving, search algorithms, heuristics,
adversarial search, optimisation.

® Automated Planning: Goal achievement,
decision-making, resource allocation,
simulation, prediction, learning, adaptation,
autonomous systems.

® Introduction to Machine Learning: Overview of
ML, supervised/unsupervised learning,
reinforcement learning, introduction to deep
learning.

® Deep Learning: Neural networks, CNNs, RNMs,
deep learning applications.

® Data and Datasets: Importance of data, data
types, data quality, pre-processing, quality
datasets.

Deliverable 3.2 | National College of Ireland
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Matural Language Processing (NLP): NLP
fundamentals, text processing, NLP models
and technigues.

Computer Vision: Basics of computer vision,
image processing, object detection,
challenges, and future trends.

Al Tools and Platforms: Overview of Al tools/
platforms, practical applications, deep
learning frameworks,

Al and Creativity: Al in creative industries,
design, innovation, future prospects,
industry speaker session,

Ethical and Social Implications in Al: Ethical
challenges, societal impacts, Al bias and
fairness, privacy, security.
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Blockchain Technologies

Discover how emerging technologies are transforming business operations and creating a
competitive advantage.

This module teaches the fundamentals of blockchain, including distributed Lledgers,
decentralisation, cryptocurrencies, and dApps. You’ll explore the ethical and legal aspects of
blockchain technology and see how businesses can harness it for strategic gain.
By the end of the module, you will be equipped to use blockchain effectively in business contexts.

By the end of the course, students will be able to:

Understand and evaluate Compare different blockchain
blockchain technologies and their protocols, considering ethical, legal,
impact on financial systems, and practical challenges to predict

including key components and new future developments.

use cases.

Design and build a blockchain Plan blockchain integration in
application, assessing its businesses, combining technology
infrastructure and suitability in and regulatory knowledge to take
various contexts. advantage of new opportunities.

Deliverable 3.2 | National College of Ireland
-



Digital
Business

Evolving your digital future

Full course content

Subjects covered

Blockchain Technologies is a 5 ECTS
module delivered over four hours par week
for 12 weeks. The schedule of topics to be

addressed each week is outlined below:

Security, ldentity & Cryptography in
Blockchain

& The CIA Triad in Blockehain: Confldentiality,
Integrity, Authentication

o Exploration of Symmetric and Asymmetric
Encryption, Non-Repudiation, and Public/
Private Keys

® Hash Functions, Digital Signatures, Anonymity,
and the Concept of Self-Sovereign ldentity
(s51)

®  ntroduction . o o
Blockchain Applications | - Bitcoin
* |ntroduction to Blockchain and Cryptocurrency . . L
® Comprehensive Overview of the Bitcoin
® Historical Context of Blockchain and System and Stack
Cryptocurrencies
. . . ® Examination of Bitcein Transactions, the P2P
® Overview of Different Blockchain Types Metwaork, and the Mining Process
& |ntroduction to the Alackchain Stack and its
N & Consensus Mechanlsms: Proof of Work (POW)
Core Components
Blockehain Applications Il - Ethereum
. -
Blockchain Stack and Core Components ® Comprehensive Overview of the Ethereum
® In-depth Discussion on Web3 and Technological System
Fundamentals ® Smart Contracts, Decentralized Applications
® Detailed Analysis of Block Composition and [DAppa), and the Ethersurm Virtual Machine
Consensus Mechanisms (POET/ POBS POSS POW) [EVM)
® Basics of Distributed Systemns and Distributed ® |ntroduction to DAOs, Decentralized Finance
Ledger Technalogy (DLT) (DeFT), and MFTs
® Cryptographic Foundations: Hashing and the
Merkle Tree DApp Development |
® |ntroduction to DApp Development
® Blockchain Management Environments and the Web3 Stack
. - - , ® Basics of NodeJS and Exprese in the Context
#® Principles of Decentralisation and Brewer's CAP of Blockehain
Theorem
® Examination of Public, Private, and Enterprise
Blockchaina DApp Development Il
® Business Case Development for Blockchain ® Advanced Tools for DApp Development:
amplicatios Infura, RemixIDE, ERC Smart Contracts
® Practical Use of Ganache, Truffle, and
Blockchain APIs
® Cryptocurrencies and the Blockchain
#® Handling Cryptocurrencies: Storage, Use, and Legal & Ethical Aspects of Blockchain
Wallets
® [iscussion on the Regulatory Landscape for
* Exploration of Altcoins and Mining Processes Cryptocurrencies and Tokens
] -l::l.-erwew nf Fler:r_s'?t Tretr'!:ls and Developments in ® Anti-Money Laundering (AML), Counter
the Cryptocurrency Space Terrorist Financing (CTF), Know Your
Customer (KYC), and Know Your Transaction
[K¥YT) Requirements
® Evolution of Blockchain

& Detailed Study on the Evolution and Revolution
of Blockehain: From Biteoin to Hyperledger

® Discussion on Enterprise Blockchain, Digital
Identities, and Current Use Cases

Deliverable 3.2 | National College of Ireland
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Dynamics

Emerging Topics in Blockchain

® Exploration of Current Research Directions
and Emerging Topics: CBDCs, Privacy, the
Metaverse, and Quanturm Computing's Impact
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Business Programming

The Business Programming module curriculum aims to equip learners with a solid understanding
of programming fundamentals, applications, and their impact on business model development.
This module aims to equip students with a deep understanding of programming fundamentals,
paradigms, and languages, focusing on creating innovative solutions for business.

Students will learn to design and implement solutions in web and mobile app development using
low-code/no-code strategies and business analytics, enhancing their ability to innovate in digital
transformation. The course emphasizes leadership in managing software projects, integrating data
science and machine learning to develop business models that can predict and address business
challenges. Students will analyze programming case studies to understand their impact and
anticipate future trends and challenges in business development.

By the end of the course, students will be able to:

Understand and apply programming Design and develop advanced web
basics and languages to create and mobile apps using low-code/
innovative solutions for different no-code strategies and business
industries and improve business analytics to innovate business
models. models.

Show leadership in managing Incorporate data science and
complex software projects, using machine learning into business
advanced methods and tools for models to predict and solve
debugging, testing, and version business challenges with advanced
control in business settings. programming technigues.

Evaluate programming case studies to understand their impact on business

models and predict future prograrmming trends and challenges.

Deliverable 3.2 | National College of Ireland
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Full course content

Subjects covered

Business Programming is a 5 ECTS module
that runs for 12 weeks, with five hours of
class time each week. Here's a schedule of
the topics we'll cover each weelk:

® Introduction to Programming Concepts

® Basics of programming including algarithms,
data structures, and preblern-solving
technigues.

® Foundation of software development for
business applications.

® Programming Paradigms and Languages

& Examination of different programming paradigms
(procedural, object-oriented, functional) and
languages.

® Discussion on selecting appropriate languages
for business model development,

® Business Model Development Using
Programming

® Techniques for developing business models
through programming.

® Includes custom software solutions, automation,
and leveraging data for decision-making.

® Web Development for Business

® Fundamentals of web development focusing on
HTML, CS5, and JavaScript.

& Overview of both front-end and back-end
development to create web applications for
businesses,

® Software Development Methodologies
& Overview of Agile, Scrum, and Waterfall
methodologies.

& |mportance of project management and best
practices in developing business software.

® |ntroduction to Low-Code and No-Code
Platforms
® Exploring low-code and no-code development

platforms, highlighting their benefits and
business use cases.

Deliverable 3.2 | National College of Ireland
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Advanced Low-Code and No-Code
Development
® Deep dive into visual development

environments and how they enable rapid
application development with minimal coding,

Debugging and Testing Business
Applications

& Technigues and tools for debugging and
testing.

® |ncludes unit testing, integration testing, and
test-driven developrment tailored for business
applications,

Version Control and Collaboration

® |mportance of version control (e.g., Git) in
software development.

® Collaboration tools and technigues for team-
based projects.

Mobile App Development for Business

& Overview of approaches to mobile app
development (native, hybrid, cross-platform).

® Tools and frameworks like React Mative and
Flutter for creating business applications.

Automating Business Processes through
Programming

® Utilizing programming for business process
automation.

® Covers APls, web scraping, and robotic
process automation (RPA),

Case Studies and Future Trends

® Discussion of real-world case studies in
business model development through
programming.

® Future trends including Al and guantum
computing's impact on business,
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(Cloud Computing

Seize this opportunity to explore the future of cloud computing by joining an exclusive pilot course
as part of the international Digital4Business master’s programme.
D4B is offering volunteers a chance to test a sample version of the Cloud Computing for Business
module, designed to provide a robust understanding of cloud computing and its applications in
business. We are seeking feedback and your expertise to help course coordinators refine the
course.

Experience early access to valuable content and learning materials, develop essential cloud

computing skills, and take a step towards elevating your career!

Learning outcomes

By the end of the full module, students will be able to:

® Evaluate core principles, frameworks,
methodologies, and tools for adopting cloud
computing solutions to support digital business
transformation.

® Analyse security challenges in cloud-based
systems to identify and implement suitable cloud
security architectures and deployment strategies.

Deliverable 3.2 | National College of Ireland
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Full course content # Cloud Security Fundamentals
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Cybersecurity for Business

Master techniques to protect against evolving cyber threats. This module equips you to safeguard
both personal and organisational data. Learn to detect vulnerabilities and prevent breaches in data
systems. Create effective protection measures to keep your data secure from future threats.

Discover the ethical and legal complexities of cybersecurity, and gain the confidence to navigate
this rapidly changing field. Become a key player in digital security today, ready to handle
tomorrow’s challenges.

By the end, student will have learned to:

Examine and assess weaknesses in
data systems to identify potential
breaches and propose solutions to
prevent them.

Create and execute comprehensive

data protection methods using

encryption and advanced security
protocols.

Deliverable 3.2 | National College of Ireland
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Implement advanced cyber attack
strategies to simulate breaches,
gaining deep insights into
cybersecurity threats.

Evaluate and use sophisticated
tools to both identify and respond
to cyber threats, staying proactive
against future risks.
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Full course content

Subjects covered

Cybersecurity for Business is a 10 ECTS
maodule with & hours per week, over 12
weeks. The following schedule outlines the

topics covered each week:

® Introduction to Cybersecurity

Overview of cybersecurity, its importance, and
the growing demand for professionals

Understanding online identity, data, and their
significance to cybercriminals

Seminar on real-world cybersecurity challenges

® Risk Management and Compliance

Exploring the significance of safeguarding
electronic information networks and data

Regulatory compliance requirements for
business

Implementing risk assessments and developing
risk mitigation strategies

Lab on security breach case studies

® MNetwork Security for Business

Addressing software and hardware
vulnerabilities, device, netwaork, and cloud
security

Implementing secure nebwork infrastructure
including best practices for sacuring wireless
networks and remaote access

Lab on securing the application landscape,
incident response planning and sacurity
incidents manzgemeant

® Cyber Attacks: Concepts and Technigues

Analysis of cyberattacks, identifying and
classifying security vulnerabilities

Understanding endpoint security challenges in
business environments

Securing laT devices and other connected
endpalnts In business networks

Seminar on vulnerabilities and real-world use
cases

® Data and Privacy Protection

Best practices for protecting computer devices,
wireless networks, and online accounts

Implementing cryptographic methods for
business data

Exploration of ethical implications and
conslderations In using Al and cryptography for
data privacy protection

Fractical exercizses on implementing
cryptographic techniques for privacy-preserving
data sharing and analysis

Lab on data encryption and backup strategies

Organisational protection and cloud security
for business

& Techniques for firewall configuration, port
scanning, and certificate updates

® Securing cloud services and data storage in
public, private, and hybrid cloud
envirgnments

dentity and access management in the cloud

& Data backup and disaster recovery planning
for cloud-based systems

® Lab on using tools for sscurity monitoring

Cyberattack Detection and Cyberdefense

® Real-time attack detection, best security
practices, and understanding botnets and the
Kill chain

® Lab on behaviour-based security

Tools for incident prevention and detection

& Overview of CSIRT, security playbooks, 1DS,
and IPS

Cybersecurity Legal Issues
® Peraonal legal lssues. Corporate Legal lssues.

& |nternational Law and Cybersecurity

Ethical Issues in Cybersecurity

® Owerview of cybersecurity laws, regulations,
and industry standards applicable to
businesses

® Understanding ethical considerations in
cybersecurity decision-making

® pddressing legal and ethical challenges
related to incident response, data breaches,
and privacy violations

* Discussion on ethical considerations and the
role of professional organisations in
cybersecurity ethics

Cyberwarfare

® Understanding cyberwarfare, its objectives,
and impacts

Emerging Topics and Careers in
Cybersecurity

& Exploration of Al in cyberattacks and defence,
the geopalitical aspects of cyberspace, and
blockehain technology
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Data Governance and Ethics

Learn to manage data responsibly, ensuring legal adherence and ethical integrity in business
operations.

This module covers key aspects of managing data within legal and ethical boundaries. Students
will learn to evaluate different frameworks for acquiring, storing, and transforming data. They will
understand the legal and ethical issues involved in data management and develop strategies for
handling business data responsibly.

The course also explores the role of artificial intelligence in data analysis, ensuring students grasp
both the technical and legal aspects. This module prepares students for responsible leadership in
the digital business world by emphasising ethical and societal impacts.

Upon successful completion of this module, learners will be able to:

Assess and critically compare data Map data flows to identify access
governance and regulatory and usage rights clearly and
processes for data acquisition, analyse data manipulation
storage, and transformation. practices.

Evaluate the impact of data Critically analyse data ethics in
management guality on security, business and develop ethical data
confidentiality, and sustainability. management strategies.

Enhance transparency and explainability of Al-generated data insights.

Deliverable 3.2 | National College of Ireland
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Full course content

Subjects covered

Data Governance and Ethics is a 5 ECTS
maodule delivered over 4 hours per week far
12 weelks. An indicative schedule of topics
to be addressed each week iz outlined
below:

® ntroduction to Data Governance (DG)

® Ovarview of data governance

® |mportance and objectives of data governance in
contemparany organisations

® Big Data Management Principles
® [Data lifecycle management

® Principles of data guality, data provenance and
data generation

® Linderstanding master data and its importance

& Methods for assessing and improving data
guality

® Data Integrity and Security
® Technigues and practices for ensuring data
integrity
® [Data security challenpges and strategies

® |mplementing master data management and
data quality processes

® DG Frameworks
® Examining policies, principles, rules, and
proceduras
® Different operating modals

® |mplementation challenges and best practices

® pata Architecture and Metadata
Management

® [Desipning data architecture tailored to
enterprise needs

® Using metadata to enhance data governance and
usage

® |ntegrating metadata management tools into
enterprise | T infrastructure

Deliverable 3.2 | National College of Ireland
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Data Risk Management
® Understanding data-related risks

® Roles, responeinilites, and maturity levels in
risk managemeant

® Assessing risks related to data

& Managing risks related to data confidentiality
and security

Implementing Data Governance for
Business Value Creation

# Aligning data governance with business
strategy

® |dentifying stakeholders and responsibilities

& Developing data governance policies and
standards

® Utilizing data for predictive analysis and
decision-making

® Use cases of data analytics to enhance
business processes

® Strategies for moenetizing data and creating
naw business modeals

Ethical Concepts and Frameworks
® Introduction to ethics in data management

® Ethical principles, standards, and practice

Privacy, Analytics, and Ethics

& Balancing analytics ambitions with privacy
laws and athical standards

® Case studies

Ethics and Al
® Ethical considerations in Al and ML

& Mitigating blases and ensuring fairness

Governance of Al and Advanced
Analytics

® Emaerging trends and challenges in Al
ED'\-'l:rna.r'l:li.‘

® Repulatory and ethical frameworks for Al

Business Data Ethics and Future Trends

® Applying ethical principles in business data
analytics

#® Future trends in data governance and ethics



Digital
Business

Evolving your digital future

Data Science for Business

This module introduces advanced techniques for interpreting and extracting data-driven insights.
You’ll dive into innovative data science methods and algorithms that promote creative problem-
solving and optimise models crucial for digital transformation. Learn how to apply statistical and
machine learning techniques to synthesise insights, driving informed decision-making and clear
communication.

You’ll also explore advanced visualisation and business intelligence tools, gaining the ability to
effectively communicate complex data insights. These skills will boost model performance, while
fostering business innovation and success.

Data Science for Business is a 10 ECTS module delivered over 5 hours per week for 12 weeks.

What students will achieve:

Opening up new digital opportunities

This course is ideal for professionals seeking to deepen their data science expertise. It opens doors to
careers in data analysis, machine learning, Al, and business intelligence. Graduates can pursue roles

like data scientists, &l specialists, or business intelligence developers.

The master’s programme and micro-credentials offer a broad range of modules that complement the

Data Science for Business course. Explore these opportunities and take your career to the next level
with Digital4Business.

Time commitment Credit points
® Classroom and demonstrations: 36 hours & 10 ECTS
@ Practical work/tutorials: 36 hours
® Independent learning: 178 hours
@ Total: 250 hours

Deliverable 3.2 | National College of Ireland
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Full course content ® Exploratory Data Analysis

. # Summary statistics
Subjects covered:

o Visualisations

Data Science for Business is a 10 ECTS * Identiying pattarns

module delivered over 5 hours per week for e Statistical Analysis and Modelling
12 weeks. An indicative schedule of topics

. . ® Regression
to be addressed each week is outlined

e Classification

below:
e Forecasting methods
® Introduction to Data Science ® Machine Learning
o Overview of data science processes e Supervised learning models like
o Methods, tools and real-world applications classification and regression

] ® Advanced Machine Learning Methods
® Python for Data Science
o Meural networks
& Python programming basics

o Data structures * Deep learning

# Packages for data analysis ® Reinforcement learning

® Business Intelligence and Analytics
® Data Collection and APIs

& APls

# Bl process

& Dashboards
» ‘Web scraping
. i @ Data storytelling
& Working with unstructured data sources

s Predictive analytics

® Databases and Data Warehousing ® Data Visualisation and Dashboards

» Relational databases @ Visual encodings

SQL .
* sQ # [nteractive reports

o ETL processes
e Comrnunicating insights
o Data warehousing principles

® Ethics, Bias and Privacy in Data
® Data Pre-processing and Cleaning gge“m and Major Trends in ML and

® Handling missing data
e Responsible Al

& Outliers

. o Transparenc
e Feature encoding P Y

® Mormalisation e Ethical use of data

e Major trends in ML and DS

Deliverable 3.2 | National College of Ireland
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Digital Transformation

One of the three modules included in our comprehensive 3.2 Ready-to-Use Online Training
Materials is ‘Digital Transformation,” provided by UNIBO-Bologna. This module carries a weight of
10 ECT credits, equivalent to 250 hours of study. Within this timeframe, 24 hours are allocated to
work-based learning, 36 hours to practical work and labs, 35 hours to classroom sessions and
demonstrations, and 190 hours to independent study.

The module covers a range of essential topics, including Digital Transformation, Technologies and
Innovations, the SDGs Framework and Digital Transformation, Digital Transformation and Design:
Methodologies and Tools, Big Data, and the Platform Society, as well as Digital Competence.

What students will learn:

Deliverable 3.2 | National College of Ireland
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Master the key concepts and
enablers of digital transformation,
unlocking new opportunities for
growth.

Strategically deploy resources to
maximise impact and efficiency in
digital transformation efforts.

Critically evaluate digital
transformation paradigms to
revolutionise business models and
drive innovation.

Design and implement advanced
strategies, positioning yourself as a
leader in digital business

transformation.
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Full course content
Subjects you'll cover

The Digital Transformation module is 210
ECTS course, conducted over 12 weeks with
3 hours of lectures per week., Hera's an
overview of the topics to be covered:

® Introduction to Digital Transformation
» Basic concepts of digital transtormation.
» Evolution stages of digital transformation.
# Economic and social impacts.
» Digital paradigms and platform economy.
# Ethical issues in digital transformation.

# Interdisciplinary connections,

¢ Technologies and Innovations

» Emerging digital technologies (Al, BElockchain,
1aT).

& Strengths and weaknesses of main digital
technologies.

» Ewvolution of &l

# Big Data and Platform Society
# Flatform-based business strategies.
#» Platfarm economy case studies.

# Digital and data literacy

Deliverable 3.2 | National College of Ireland
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Digital Competences
» Digital competences framewark.

» Digital communication skills and
capabilities.

& Upskilling and reskilling.

Sustainable Development Goals
(SDGs) Framework and Digital
Transformation

& Ethics and sustaimability in the digital age.
s LN 5DGs,

# Digital projects supporting SDGs.

» Circular economy.

# KPls for digital sustainability.

o C5R and social impact,

Digital Transformation Design:
Methodologies and Tools

# Industry trends in digital transformation.

# Tools and methodologies for
crganizational culture and innowvation.

& SWOT analysis,
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Digital Transformation Project (Practicum)

This fully online course uses innovative teaching methods for the digital transformation project. It
combines synchronous lectures, asynchronous individual study, and lab activities. Expert tutors
guide students through problem-based learning, gamification, and flipped classroom approaches.
Emerging technologies, such as artificial intelligence, enhance the learning experience.

Students will develop a digital transformation proposal and produce a comprehensive research
report, supported by a software artefact. Assessments are ongoing, with the proposal accounting
for 30% and the final report and artefact for 70% of the total grade. This structure ensures a deep
understanding and practical application of digital transformation strategies.

The Digital Transformation Project / Practicum is a 10 ECTS module delivered over 2 hours per
week for 12 weeks with a significant component of independent study. The schedule of topics to
be addressed each week is outlined below:

Gain practical skills and knowledge for a thriving digital
career

This projec : actics parignce and adva

digital transformation, essential for a = ssful digital career. By working on real-world

projects, students develop critical skills in problem-solving, project management and

the application of emerging technologies like artificial intelligence,

The diverse expertize of industry and academic supervisars provides comprehensive

guidance, preparing studants for leadership roles in the fast-evolving digital landscape.

Deliverable 3.2 | National College of Ireland
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Full course content

Subjects covered

The Digital Transformation Project / #  Project Presentation and Communication
Practicum i a 10 ECTS module delivered Skills

over '2 h':l‘l_l rs pe[ week fﬂ.r ]:I' JCRET ks w|th a ® Enhancing commmunication skille for

R . presenting camplax projects,
significant component of independant ¢ !

study, The schedule of topics to be
addressed each week is outlined below: #®  project Evaluation and Reflection

® Evaluating projects based on set criteria and
raflecting on learning cutcames and futura

®  Introduction and Project Proposal regearch directions
Development

® Overview of module objectives, axpectations,
and project proposal guidelines. ®  Project Showcase and Viva

® Final presentation of prajects to an asdience,
including a viva vace examinatian.

® Research Methodologies

* Tachnigues for conducting a literatura review
and selecting appropriate regearch
methodologies.

*  Project Management for Digital Projects

# Applying principles from "Risk & Changs
Managerment in Dagital Envirgnments” 1o plan
digital projects.

® Ethical Conslderations and Sustainability in
Digital Projects

® Insights from "Data Governance and Ethics” an
incorparating ethical practices and sustainability.

# Core Area Integration into Practicum
Development

# Integration of the core area of specialisation into
progact developrmant. Namaly: Data Sclance for
Business, Al for Bugingss, Cybarsacurity for
Business, andfor Cloud Computing for Business.

® Project Development Workshop

# Hands-an session o develop and refine projects
with peer and instructor feedback,

Deliverable 3.2 | National College of Ireland
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Generative Al

The Generative Al module, pioneered by NOVA University, encompasses 10 ECTS credits and spans
over 12 weeks. Each week delves into fundamental topics essential for grasping the intricacies of
generative Al, some of these topics include Introduction to Generative Al, Fundamentals of Natural
Language Processing (NLP), Understanding Transformer Architectures, Exploring Automation in
Work (Part 1), Exploring Automation in Work (Part 2), Exploring Automation in Work (Part 3),
Unleashing the Creative Potential of Generative Art (Part 1), Unleashing the Creative Potential of
Generative Art (Part 2), Approaching Development with Responsible Generative Al (Part 1),
Approaching Development with Responsible Generative Al (Part 2), Application of Generative Al in
Real-World Scenarios, Emerging Trends and Innovations in Generative Al.

X
GPT-2 GPT-3

| e
x1 Wi m
‘*—hﬂ 1.ﬂ£m+b>ﬂ ey SP0 GE IrBning cataset Comgnung of
Dwid)eblas %, L e AT 40 58 tast training dataest * books. arcies, webaltes, and more
W .fzmwlnn s e
=] .
L] Crftn fin-tunsed to: periorm upethc ik .
W
Smalley werbann of the Model win reheased o Do i as A pikes
) o the prblic open wurte

W

Ability 1o perform most language

tatks without sdditional tuning

Summation
Inputs Weights and Bias Activation Qutput

From the perceptron

To more recent Chatgpt develoments
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Module content

Topics covered:

& Introduction to genarativa Al "
w Dverviesw ot &1 and ML Ett
& Apnlications of generathee &

& Koy concapts amd termindlogy

Teac

® Matural language processing
fundamentals and transforrmer
architecturas

& Imtreduction to FLP minars, and
s Taxt raprassniation with embsaddings

& Tranetarrer arochitacturas and thaii
mpact on MLP

® Introduction 1o ChatGPT and prompling
» Capabilitien of ChatGPT

& Tachnigues For affective promgring

» Handling complex taska with grompls

® Ewamples and sxercises on prompting
& Hands=on exercices

& Analysing and refining promprs

® Automating work with code and content
Beneration
s Uging ChatGPT 1o penarats coda
B AUTEMATINE COfTant Sredatsn

» Devaloping a webeite with sonisnt

senerated by ChatEPT

& Developing respansibly with generative
Al
& Lging ChatQPT to penerata coda
s Addressing bipses

» Baab practices tar respansible Al

devalopment
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Innovation

This unit will use case studies and research to delve deeply into how to develop and implement
powerful, creative strategies to use innovation at the individual, team and organisational level to
transform the company into a more agile and competitive one. Students will learn why certain
types of approaches work while others meet resistance and fail. The course will go beyond how
to quantify and measure impacts; it will examine how to learn from the results. They’ll develop
pragmatic insights into how to foster creativity to improve processes and outcomes.

This fully online 10 ECTS credit module incorporates the learning goals into the teaching modalities.
Using innovative approaches such as gamification, problem-based learning and the flipped
classroom approach, which presents the material ahead of the class and uses the live class time
to explore it more deeply with the tutor so that students’ questions can drive the content of the
session.

Students will engage in synchronous lectures, asynchronous individual study and laboratory work
to explore the topics presented. The class will use emerging technologies such as Artificial
Intelligence to tackle the materials while simultaneously experiencing the benefits of digital
innovation.

This dynamic module is aimed at business leaders, professionals and graduates from all across
Europe. It is designed to empower you with cutting-edge skills in business and digital
transformation. By the end of the course, you'll not only grasp the essential concepts but also be
ready to lead innovative changes in the digital era. Here’s what students will achieve:

Deliverable 3.2 | National College of Ireland
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Learning objectives

Demonstrate a critical awareness
of the creative development
process and the application of
creative and innovative strategies in
a variety of contexts,

Discern, critique, and apply tha
various technigues to foster
creative talent environments at am
individual, team, and organisational
lewvel.

Evaluate and explore various case
studies and innovation technigues
to help understand creative and
innovative practices.

Demenstrate impacts and return
on investment at an individual and
organizational level

Create and explore strategies to deliver the results of creative work in business.

Deliverable 3.2 | National College of Ireland
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Full course content

Subtjects coverad

Indauation (6 a S BECTS mcslple delivenss] awer 4
hoairs 90 mindtes per weck for 12 waaks, &n
indicative schedule of topics to be addressed sach
weba b i cublinssd Balos

®  Fundamentals of Ineowvation |
& Creathecy and Inngeption: Introd ustiom 0o oreaTvigy
and T rodi i e T
# Diecoseion an the creaibee pmoeas and fechnlspiee in
fpaner grentivity

# Cxmmplen of how crastiaity Fae dekesn signibcant
sechnnlogical advencamania

®  Fundamentals of lnnovation I

# Emotioral ntaliparcs snd Eremoreneumehis
Deefinkion and imgartance of seotional inbellipgance in
EngreEpn e rehin

# Tha mis ol smotional inlelpsrcs in decisan-making
Imaderehipn

® Pracboal assrcmss b demlzp smoiienal nbslbfares.

®  nncvation and Business Models |

m |frevifsan WManaaerard e Bus e nbesducban 85
Inrovebon mearagsment principles and ks ok 0
buzinmuese

m |dent Py gl mpcsation debeers and B felaticnship
with smbreprarsurahie.

o Cagi el s of companics Thar Perss succsesfully
imgle=estid Focwatiee butices medils

®  nnovation and Business Maodels 1)

& Dasigreng Irdeiliveg B vl es Modals: i lopiag
irraraabew bk rmes modets o amargng leeh el
much mm blockchmn snd 30 grinbng.

- B g Thie Minaneial ans SIranisge & plication s of
rare o e scics rrecdele.

S ool gl Toe Creating and esluating e
busireys modids

®  Strategic Innovation and Entreprenswrial
Leadership |

& [obs-Orwen In-oeabon sred Product Ceeigne Ledng
data analyele and proafiict dekgn oo drive Mncvatsn
I ST O EsnET

# FracHcal asnmples of dyim-driven decimon-maeking in
Euginmas.

w Case i aberec e ng sucoaasful snlrep nessor al
vamurrs e oo deta snd dasign

®  Sirategic Innevation and Entreprendirial
Leadership 1l
& Leondng Colabomcke innowation Projeccs: Leading

cond Ak e aninal WY MeDaATEon (DT EE aifed Ofey rode O
arfregraniun bl lresarshpe.

i Efsogkss peam chereamd go ared ooimimasnibsarion in
i oy

# Leamning frem hadh senceeshil arad Fadbed
ool labine i o Tken [ o] et
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Internet of Things

The Internet of Things (IoT) module will give you a solid understanding of IoT basics, its
applications, and how it impacts business models. You'll learn about IoT architecture,
communication protocols, devices, and data management techniques.

The course, which amounts to 5 ECT credits, also covers lIoT connectivity options, security, and
risk management. Additionally, you'll develop skills in managing IoT projects and analyse real-
world case studies to see how 10T can transform business models.

Teaching methods include lectures, guest lectures, seminars, case study analysis, and a flipped
classroom approach. Both ongoing and final assessments will measure student progress. Ongoing
assessments provide feedback to help improve your study pathway. Clear assessment rubrics and
criteria will be provided for each topic, showing how you will be assessed against learning
objectives.

Various assessment tools such as exams, assignments, projects, and exercises will directly
measure your knowledge, skills, and competencies. The final grade consists of a 50% proctored
written exam and a 50% end-of-term project.

Transform your business with the Internet of Things

Acquire expert knowledge in loT and learn to drive business innovation. This
loT module provides a solid understanding of loT basics, applications, and their
impact on business models.

Study loT architecture, communication protocols, devices and data
management technigues.

You'll also explore loT security, connectivity options, and risk management.
Additionally, develop project management skills and examine real-world case
studies to see how loT can revolutionise business models.

Deliverable 3.2 | National College of Ireland
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Full course content
Subjects covered

Internet of Things s a 5 ECTS module that
runs for 12 weeks, with three hours of class
tirmie gach week, Here's a schedule of the
topics we'll cover each week:

®  1oT Fundamentals for Business
® Histarical ﬂﬂuﬂlﬁpl‘l‘lﬂﬁ!

¥ Hey concepts
& Applicaticng aoress induistriss

®  |oT Business Models and Strategies
& Yalue creation
® Monstization
® Competitive atvantaga

& Case stuohes

®  1gT Architecture and Protocols
» Companents
& Communicatan prl:'ml:nlr.

% Data management

®  1oT Devices and Sensors

& Fungtions and apglications

® Types of sensors, including motion sensars

®  |aT Connectivity and Nebworking
¥ Connectvity aptions
& Notworking tachmalogieg

#® Challzrges

&  |oT Security and Privacy in Business
® Sacurity COnGerns
® Mitigation strategies

® Busineas implicationrs

®* 1oT Data Analytics for Business
® [Data processing
& Storaga
#® Analysis technigues

® Taols and platfarms

Deliverable 3.2 | National College of Ireland
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loT Clowd Computing for Businass
® Clowud-Dased loT platfarms

& Services

* Banefits and challanpes

6T Edge Computing for Business
® Bansfits

& Challeriges

® Lne Chped

® FOf cormguting

loT Project Management for Business
& Prifgiples

® Practices

® Muathodolagies

& Rk mana et

laT Standards and Regulations for
Business

& Industiy standands
& Data protectian

® Campliances

laT Business Model Development Case
Studias and Future Trands

® Case studies
® Future trencs

& Impact of emerging technologies such as &
and GuantE computing
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Quantum Computing

Quantum computing is a rapidly developing field that promises to transform and extend
computational capabilities using quantum mechanics. With the construction of quantum
computers and access via cloud services now a reality, this module introduces the theory and
foundations of quantum computing and its applications.

It also provides practical skills to develop and implement algorithms to solve computational
problems. Students will explore the current landscape and future potential of quantum computing,
evaluating its impact on various industries, and preparing for its business applications.

An innovative online learning
experience

This fully online course combines lectures,
seminars, flipped classroom technigues, case
study analysis, virtual lab activities, Problem-
Based Learning (FBL), peer review, and
collaboration, Both formative and summative
assessments track your progress,

Formative assessments provide feedback to
refine your study approach, while exams,
assignments, projects, and exercises measure
vour knowledge, skills, and competencies. Thea
proctored written test evaluates your
understanding of programming in business model
development, and a final exam accounts for 100%
of your grade,

This module introduces quantum computing theory and applications, providing practical skills to
develop and implement algorithms for solving computational problems. By the end of the course,
you'll not only grasp the essential concepts but also be ready to lead innovative changes in the
digital era. Here’s what you'll achieve:

e Interpret and apply mathematical and quantum mechanical principles to qubit systems.

e Critically assess the differences and similarities between quantum and classical
computation.

Deliverable 3.2 | National College of Ireland
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e Solve computational problems through the implementation of algorithms for quantum
computers.

e Apply the circuit model of quantum gates when analysing problems and formulating
solutions.

e Research and evaluate the impact and potential of quantum computing.

Time commitment Credit points
#® Classroom and dermonstrations: 24 hours & ©5ECTS
& Practical work/tutorials: 24 hours

#® Independent learning; 92 hours

@ Total: 125 hours

Deliverable 3.2 | National College of Ireland
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Full course content ® Entanglement

Subjeects eoverad Entarygled states
Bell's Iregualities

Quantum Computing is a 5 ECTS moduls Using the CHOT gate

delivered over 4 hours per week for 12
weehks, Heres a schedule of the topics we'll
cover gach weak;

Ne Claning Thaoram

Quantum Tel=poetation

®  Quantum Information Theory

® Elamante Fram the Sleaeical iInfarmaticn

® Introduction Theory

® pdorrmstian ard Ertro
Results fromm the theary of quantum mechanics F¥
® Quantum Information Processing and Erors
In ard pedarisatian

5p d Correcting Codes

Mansuramants/Obsarablas
. Quantum Communications Channels
Randomress ard probakilicy

Bits and Quigits -

Quantum parallelizm and Interference

Applications

® Cuantum Cryptography

& (iantum Kay Diatribution

®  Linear Wector Spaces, Hilbert Spaces, and # Ekart Protocol
Matrix Representations ® BEESd Protacel
& feerciew of linaar &g & [ense coding
® Hilbert spaces
# Dirac <brajket> notaticn ®  Business / Domain Applications
® Oparations and aparatoers # Applications of QC in Pharma, Finance,

Thes Blsch Sprhere Cybarsacurity, Machine Learning, Chamistry,
alc,

& Businsss Stratepgy & Innovation with QC

Fauli Matricss

Oparations and oparators

.
.
® Orthagonal and wnitary matrices
L]

®  Quantum Fourier Transform
]

Cigernvastors and epgermyslpss
& Fourier Series

# Discrate Fourker Transform
®  Juantum Circuits #® [uantum Fourier Transform

® Logic Gates
®*  Quantumn Algorithms

® Revmraibility

® Multi-gubit Gates * Deutsch-Josza Algarithm
® Diagrammatic represantation & Eimnan's Algarithm

& Dautesha Algarithm

®  Quantum Algarithms

& Grovers Search Algonithm

*  Programming for Quantum Computing ® Schors Algorithm

Frogramming amdnonments

® Larnguage Rupport ®  Emerging Topics

® Zimulaticn & Quanbum Hardwane
® Quantum Computing cloud services % Quantum Supremacy
™

Copracasser .
P ® [aka Security

& Quantam L

Deliverable 3.2 | National College of Ireland
32



Digital
Business

Evolving your digital future

Risk and Change Management in Digital Business

In this elective module, making up 5 ECT credits, students examine practical strategies to create
a workplace culture that values flexibility, agility, and life-long learning. They will learn to apply
the core principles of risk and change management in the industry and understand how digital
transformation affects business models and workforce dynamics. We focus on communication,
stakeholder engagement, and the development of an organisational culture that nurtures digital
adaptation. Using critical comparisons of digital business models and strategies, students will build
the skills to assess risks and opportunities and evaluate the broader impact of digital disruption
and innovation across various industries.

Glean insight from expert guest lecturers offering different insights and observations about risk
and change management in an ever-evolving digital ecosystem. Case studies bring the material to
life as students grapple with analysing what innovators did and could have done. Seminar-based
learning engages students with the material and each other as they forge a practical and strategic
approach to apply in their field.

Ongoing assessments offer feedback throughout the course. Clear assessment rubrics and criteria
are applied to each topic, and students’ progress will be assessed through examinations,
assignments, projects and exercises culminating with a proctored written test.

This practical module teaches students to effectively implement change management strategies
in digital transformation projects. Students will engage in critical comparisons of digital business
models and strategies, assess the associated risks and opportunities, and evaluate the broader
impact of digital disruption and innovation across various industries.

e Understand the core principles of risk and change management in digital environments.

e Apply change management strategies effectively, with a focus on communication,
stakeholder engagement, and organisational culture development.

e Critically compare digital business models, strategies, and the associated risks and
opportunities.

e Design and evaluate comprehensive digital transformation plans and assess their
effectiveness in promoting innovation, digital culture, and compliance with ethical
standards.

Deliverable 3.2 | National College of Ireland
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Learning objectives

This medule covers data management, focusing on legal, ethical, and regulatory

understand the impact of artificial intelligence in data analysis. Here's what you'll

achieve:

Assess and critically compare data Map data flows to identify access
governance and regulatory and usage rights clearly and
processes for data acquisition, analyse data manipulation
storage, and transformation. practices.

Evaluate the impact of data Critically analyse data ethics in
management guality on security, business and develop ethical data
canfidentiality, and sustainability. management strategies.

Enhance transparency and explainability of Al-generated data insights.

Deliverable 3.2 | National College of Ireland
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Full course content ®  Digital Disruption and Innovation
# Explosation of digital disruption affacts an

Subjects covered industries amd the pivatal role of innoestion in
driving transformation, creating nowel

. . Bisginaas madels, and seizing na
Risk and Change Management in Digital L o SgizIng nEw

apporhurrtees,
Business Ervironments is a 5 ECTS module
delivered aver 4 hours per week for 12 ® gile and Adaptive Leadership in Digital
weeks, An indicative scheduls of topics to EnviFranments
be addressed each week is outlined below: & inaight into agile and sdaptive leaderabip

styles essential for digital Transfarmation and
change management, emphasising flechility,
rasdipnce, and a commitiant Lo lifelang

® Introduction to Risk and Change Learning.
Managanent
# Fundamentals af risk and change management ®  Data-Driven Decision Making in Digital

willvin digital acosyalema, Environmaents

# Ewxplore the dynamics of digital societies and . o .
tachnalegy trands, highlighting baoth challenpes * intreduction 1o the significance of data-driven

and appartunities in digital transforrmatian decision makirg In digital envirenments,
including st hodalogies in data analytics,

wisualisaticn, and reportng tools.

®  Digital Transformation and Change
Management
® [Deep dive into digital transformation projects
and the critical rele of change management for
thair aussseag

® Digital Ethics, Privacy, and Compliance

® Discussion an the ethical, privacy, and
campliance challenges In digital
anvirgaments, fecusing on dala grotection,
responsible t=ch ve=, and ethical guid=lines
® Fpcus on effective communecation, stakeholder deselaprment.
argagamant, and cultivating a sUppoTive
grganisstioral culbuns,

#®  Bullding a Digital Culture and Fostaring
Innovation

®  Digital Business Models and Strategies # Examination of the elemerts comprising a
) digital culture ard methads to nurture a
# Ewamanation of prevalent digital business models digital mindest within organisaticns,
and stratagies, underatanding their influance an encouraging callaboration, innovation, and
industrims, and the significance of innavaticn in cantinuous learming,
spearheading digital transformation efforts.

#®  pigital Talent Management amnd

®  Digital Workforce and Workplace Workforce Development
Transformation # pnalysis of talent management strategies
piuetal for digital tranafoamation sucsans,
® Investigation of digital technotogles’ Impact on crwiring attraction, retantian, development af

the wrkfarce ard warkplace dynarmics, digital talent, and the importance of upskilling
including remots work, autormatian, and the use ainel reskaling

af collafioratiam toals,

® Discuss the management of a digital workforca, .
® Risk and Change Management Casé

Studies and Future Trends

x . . . - : _ S
® Risk u“ﬂﬂ“mm in Dlii‘li.l Transformation Aeview of neal-world case sl:mh?i inrisk and
changs manag@emmnl AcroEs Vvarkus
# Study of risk management within digital industries.

transformation contents., focusing an riak
identification, assessmert, mitigaticn, and the
farmulation of comprehersse risk management

plana,

# Discussion on future trends, potential
challenges, and the impact of emerging
technologiea like A arvd guartuet comguting
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